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import jade.core.Agent;
import jade.core.behaviours.Behaviour;

public class FraudDetectionAgent extends Agent {
@Override
protected void setup() {

1ol oS digad

Systemoutprintin(“Agent “ + getLocalName() +  is starting.”);

addBehaviour(new FraudDetectionBehaviour());
}

@Override
protected void takeDown() {

Systemoutprintin(“Agent “+ getLocalName() +  is shutting down.”);

}
}

class FraudDetectionBehaviour extends Behaviour {
private boolean isDone = falsg;
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@Override
public void action() {
// data collection

int mouseClicks = collectMouseClicks();
int keyPresses = collectKeyPresses();
int tabsOpen = collectTabs();

/7 YOLO output
double yoloScore = getYOLOScore();

// Combine results

double fraudScore = calculateFraudScore(mouseClicks, keyPresses, tabsOpen,
yoloScore);

Systemoutprintln(“Fraud Score: “ + fraudScore);

// Decision
if (fraudScore > 3.0) {
Systemoutprintln(“Fraud detected!”);
}else {
Systemoutprintln(“No fraud detected.”);

}

isDone = true,

}

@Override
public boolean done() {
return isDone;

}

private int collectMouseClicks() {
// my mouse click collection codes...
return 5; //' 5 suspicious clicks

}

private int collectKeyPresses() {
// my key press collection codes...
return 3, //' 3 suspicious key presses

}

private int collectTabs() {
// my open tab collection codes...
return 2, // 2 suspicious tabs

}

private double getYOLOScore() {

// YOLO outputs (e.g., detected phone or book or face or ...)
return 1.5; // Score from YOLO

}

private double calculateFraudScore(int mouseClicks, int keyPresses, int tabsOpen, double yoloScore) {
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double wMouse = 0.3,

double wKeyPress = 0.3,

double wTabs = 0.4;

return (mouseClicks * wMouse) + (keyPresses * wKeyPress) + (tabsOpen * wTabs) +
yoloScore;

}
}
Lol 5o g-iab slaaS (s aS el ;S ay g @y’ Jlwl lysjava 5| YOLO (REST AP L Java bLg)|
gm0, SO 5l el (yl o riman il suis 00y D950 0081l YOLO

Jslaiannotation sgss 50 9 YOLO (yijeal g gjlw Jas  db o og-dse Lol Python jo YOLO (iis ogs
iz abgyiocuslia ;oo g Jaie josa iaols G slaesls g polieais Jateals eyl glacigo
Cowload g llellciedge g Jlaislolyanan] saisols ais s
iSe Jlwl (Jade) sals au REST AP g0,k

import java.io.File;

import java.io.FileInputStream;
import java.io.OutputStream,

import java.net. HttpURLConnection,
import java.net. URL;

public class YOLOClient {
public static double getY OLOScore(File imageFile) {
try {
/7 Lyl JADE U YOLO (REST API)
URL url = new URL(“http://localhost:5000/detect™);

HttpURLConnection connection = (HttpURLConnection) urlopenConnection();
connectionsetDoOutput(frue);
connectionsetRequestMethod(“POST”);
connectionsetRequestProperty(“Content-Type”,

“multipart/form-data; boundary=---");

OutputStream out = connectiongetOutputStream();
FilelnputStream in = new FilelnputStream(imageFile);

byte[] buffer = new byt 1024];

int bytesRead;

while ((bytesRead = inread(buffer)) != -1) {
outwrite(buffer, 0, bytesRead);

§

inclose();
outclose();

if (connectiongetResponseCode() == 200) {
// Parse the response to get the YOLO score
return DoubleparseDouble(new
String(connectiongetInputStream().read AllBytes()));

H
} catch (Exception e) {

eprintStackTrace();
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}

return 0.0, // Default score if error occurs

H
H

private int collectTabs() {

:(openTabs) ;L slaes cawd

// Simulate the list of currently open tabs (in a real system, fetch this

dynamically)
String]] openTabs = {

“https://math.iut.ac.ir/lms”, // Example: Allowed tab
“https://iut.ac.ir/library”, // Example: Allowed tab

“https://192.168.1.300/test”, // Example: Unauthorized tab
“https://192.168.1.400/proxy” // Example: Unauthorized tab

¥

// Define a list of allowed URLs

String[] allowedUrls = {
“https://192.168.1.100/Ims”,
“https://math.iut.ac.ir/lms”

)

// Count unauthorized tabs
int unauthorizedTabCount = (;

for (String tab : openTabs) {
boolean isAuthorized = false,
for (String allowedUr] : allowedUrls) {
if (tabequalsIgnoreCase(allowedUrl)) {
isAuthorized = true,
break;

H
H
if (isAuthorized) {
unauthorizedTabCount++;
i
}

return unauthorizedTabCount; // Return the count of unauthorized tabs

}
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is defined as the distinct value or characteristic
attributed to a name, product, or service. It also
refers to assets linked to a company's brand
name or symbol that add value to the goods
or services the company offers to customers.
Customer engagement is a multi-dimensional
concept comprising cognitive, emotional, and
behavioral dimensions, playing a crucial role in
communications.

3- Research Methodology

The present research is applied in terms of its
objective. In terms of methodology, given the
primary aim of investigating the impact of
relationship marketing on brand image mediated
by brand equity, it is a descriptive-analytical
study. Descriptive-analytical research focuses on
describing and analyzing the current situation,
utilizing statistical methods for data analysis.
This approach is particularly suitable for studying
complex relationships between variables. In this
study, a survey method was employed as the
primary approach for data collection.

4- Conclusion

This research investigates the impact of
relationship marketing on brand image, mediated
by brand equity. In today's highly competitive
brand landscape, creating and maintaining a
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positive and strong brand image is paramount.
Brands require strategies that not only foster
improved customer relationships but also
continuously introduce values and innovations to
the market that can reinforce brand perception in
customers' minds.

Based on the results of the research hypotheses
testing, relationship marketing has a significant
positive effect on both brand image and brand
equity. By fostering positive and long-term
customer interactions, relationship marketing
plays a crucial role in enhancing brand image,
leading to benefits such as customer loyalty,
improved brand perception, and the enhancement
and strengthening of brand equity as a result of
long-term customer retention. This relationship
indicates that with an appropriate and long-term
strategy for effectively implementing relationship
marketing, brand equity is also strengthened. All
interactions and exchanges necessitate proper
communication and trust. When there is proper
communication within a relationship, individuals
are more inclined to engage and participate in
brand-related activities.

Key Words: Relationship Marketing, Brand Image,
Brand Equity, Customer Engagement, Digikala.
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Abstract

1- Introduction

In today's world, rapid and complex developments in the field of e-commerce have
transformed online sales into one of the most dynamic and strategic sectors of
the economy. This industry not only acts as an economic engine for countries but
also profoundly impacts various aspects of society by introducing innovations and
fundamental changes in people's daily lives. To maintain competitiveness and create
sustainable added value, companies need to adopt strategies that can simultaneously
respond to changing customer needs and build a positive and lasting brand image
in their minds. In essence, relationship marketing goes beyond a typical marketing
strategy; it functions as a business management philosophy centered on customer
centricity and the creation of shared value.

2- Theoretical Foundations

Relationship marketing refers to strategies aimed at establishing and maintaining
stable, two-way relationships with customers. This strategy encompasses various
components such as trust, commitment, customer engagement, and effective
communication, all of which can contribute to improved interactions and enhanced
brand image.

Brand image is considered a key element in marketing and brand management
strategies. This concept denotes the collection of associations, emotions, and
perceptions customers hold towards a brand, which develop over time. Brand equity

1,2- Ph.D. Candidates in Business Management, Islamic Azad University, Torbat Heydarieh Branch, Torbat
Heydarieh, Iran
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combining YOLO algorithms with Multi-Agent
Systems (MAS) not only improves accuracy but
also enhances the ability to detect complex and
novel forms of cheating. These investigations
primarily concentrate on algorithm improvement
and their application in real-world scenarios, and
they are continuously expanding.

3- Research Methodology

The methodology of this research is designed to
evaluate and develop an intelligent system for
preventing cheating in online examinations. This
is achieved by integrating the YOLO algorithm
with Multi-Agent Systems (MAS). This system
automatically identifies suspicious behaviors
in online environments in real-time, thereby
preventing instances of cheating. This section will
elaborate on the various stages of the research,
from system design to its evaluation.

4- Conclusion

To achieve this, experiments were designed
within a simulated environment that replicated
online exam conditions on a smaller scale. The
primary goal of these experiments was to assess
the system's effectiveness in identifying various
forms of cheating, including mobile phone use,
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copying from external sources, and unusual
student behavioral changes.
For system evaluation, three main scenarios were
designed within the simulated environment, with
each scenario executed and repeated over five
separate trials:
+ Scenario 1: Simulating cheating using a
mobile phone.
* Scenario 2: Simulating cheating by copying
from external sources (e.g., books or the
internet).
* Scenario 3: Simulating cheating through
unusual behavioral changes (e.g., constantly
looking in a specific direction or abnormal
body movements).
In each scenario, a video dataset of multiple
students taking an online exam was recorded.
The data consisted of 10-minute videos at 1080
p resolution of students under various exam
conditions. Additionally, behavioral data, such
as mouse clicks and body movements, were also
recorded.
Key Words: Cheating, online exam, YOLO, multi-
agent system, deep learning.

Journal of the Science of Ferdows Institute of Higher Education
I S QA
1 incollabration with the Scientific Association knowledge Managment of Iran |* 4'




Journal of Intelligent Knowledge Exploration and
P r o ¢ e s s i n g Vol.4 | No.14 | Autumn2024

Research Article

A Novel Solution for Preventing Cheating in In-Person
Online Exams at Isfahan University of Technology,
Utilizing YOLO Technique and Multi-Agent Systems.

Doi: 10.30508/kdip.2025.499404.1125
Tahereh Rahim Pour!

Abstract

1- Introduction

In today's world, online technologies have not only transformed teaching and
learning methods but also introduced new challenges in academic assessment and
examinations. One of the primary issues that has emerged in this regard is cheating
in online exams. As online examinations are increasingly becoming a standard
method for evaluating students, identifying and preventing cheating has become a
significant concern for educational systems.

In this context, Artificial Intelligence (Al) has emerged as an innovative and effective
solution to this problem. Deep learning algorithms and computer vision can assist
in real-time cheating detection, providing new tools for precise and automated
monitoring of online exams.

2- Theoretical Foundations

In recent years, extensive research has focused on using Artificial Intelligence (AI)
for monitoring and detecting cheating in online examinations. One of the earliest
studies in this field involved employing computer vision algorithms to identify
cheating in educational settings.

Some research has explored the challenges and ethical concerns arising from the
use of Al-powered proctoring in online exams. These studies argue that intelligent
systems must be used carefully and with due consideration for user privacy to
prevent potential misuse. Recent studies in various fields have also shown that
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to share resources. Unlike traditional offices, co-
working spaces facilitate resource sharing and
effective collaboration among various individuals
and groups, evolving into multifaceted and
dynamic environments.

In today's world, where economic and social
changes occur rapidly, the need for flexible and
creative work environments that can facilitate
productivity, interaction, and innovation is felt
more than ever. From the perspective of the
convergence of architecture and management,
co-working spaces offer a novel paradigm for
designing and operating work environments that
can enhance productivity and social interactions.
In this context, the optimal use of management
resources and architectural design tailored to user
needs is of particular importance.

3- Research Methodology

This research investigates and analyzes co-
working spaces through a mixed-methods
approach (qualitative and quantitative). This
combination of approaches aims to achieve a more
comprehensive and precise understanding of the
architectural and managerial components within
these environments. The research methodology
involved the following steps: a systematic
literature review, application of the Delphi
technique, case study analysis, comparative
evaluation, and SWOT analysis. Ultimately, the
SWOT analysis was employed to identify the
strengths, weaknesses, opportunities, and threats
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pertinent to the design and management of co-
working spaces, thereby providing a framework
for their enhancement and development.

4- Conclusion

Business models in co-working spaces must be
built on innovation and flexibility to optimize
utilization and enhance interactions. Co-working
spaces face challenges such as a lack of privacy,
noise control, and resource management. These
issues are commonly observed in open and
public areas. However, the integration of smart
technologies and sustainable design can transform
these challenges into opportunities for growth
and an elevated user experience. For instance,
leveraging artificial intelligence and digital tools
for resource management and space scheduling
significantly improves the user experience.

In this era of digitalization and globalization,
co-working spaces are no longer merely venues
for work; they have evolved into platforms for
innovation, sustainability, and social interaction.
These spaces demonstrate how the convergence
of architecture and management can lead to the
creation of beneficial environments for individuals
and businesses, fostering innovation among users.
The success of these spaces hinges on their ability
to adapt to evolving user needs, deliver unique
added value, and optimally manage resources.
Key Words: Co-working space, architectural
design, management, innovation, business model,
social interaction, environmental sustainability.
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Abstract

1- Introduction

In recent decades, co-working spaces have garnered significant attention as an
innovative transformation in work environments. These spaces are venues where
individuals from diverse backgrounds and professions—ranging from entrepreneurs
and startups to small teams and freelancers—utilize them for their activities and
to share resources. Unlike traditional offices, co-working spaces facilitate resource
sharing and effective collaboration among various individuals and groups, evolving
into multifaceted and dynamic environments.

In today's world, where economic and social changes occur rapidly, the need for
flexible and creative work environments that can facilitate productivity, interaction,
and innovation is felt more than ever. From the perspective of the convergence
of architecture and management, co-working spaces offer a novel paradigm for
designing and operating work environments that can enhance productivity and
social interactions. In this context, the optimal use of management resources and
architectural design tailored to user needs is of particular importance.

2- Theoretical Foundations

In recent decades, co-working spaces have garnered significant attention as an
innovative transformation in work environments. These spaces are venues where
individuals from diverse backgrounds and professions—ranging from entrepreneurs
and startups to small teams and freelancers—utilize them for their activities and
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learning encompasses various methodologies. As
this research refers to different types of system
learning, it's essential to delineate these distinct
categories.

Supervised Learning: In supervised learning, a
system is trained using labeled data. Subsequently,
it predicts the type of new data and evaluates the
prediction's performance against the actual data
labels.

Unsupervised Learning: When training data
lacks any labeling, unsupervised learning models
are employed. These models calculate and identify
means and central data points based solely on
the inherent features of the data. The results
then enable the determination and separation of
erroneous or anomalous data from genuine data.
Semi-Supervised Learning: This method bridges
supervised and unsupervised learning, offering
two distinct applications. The primary application
is labeling. If a large, unlabeled dataset exists,
manual labeling becomes impractical. In such
cases, a small portion of the data can be labeled
manually, allowing the system to then label the
remaining data using the pre-labeled subset.
Reinforcement Learning: In reinforcement
learning, Artificial Intelligence (AI) learns about
the overall data and environment through trial
and error, without prior information about the

g Vol.4 | No.14 | Autumn2024

data space. This process relies on reward and
penalty functions, and it occurs entirely without
external evaluation.

3- Conclusion

With the advancement of the information
age, the complexity and proliferation of cyber
threats have escalated, posing significant
challenges to traditional cybersecurity measures.
Cybercriminals leverage advanced technologies
to execute increasingly sophisticated attacks,
rendering conventional defensive mechanisms
inadequate. In this high-stakes environment,
Artificial Intelligence (AI) has emerged as
a transformative force in the domain of
cybersecurity. Al's capacity to process and analyze
vast quantities of data in real-time, coupled with
its ability to identify patterns and anomalies,
positions it as a critical tool in the ongoing combat
against cybercrime. Machine learning algorithms,
for instance, can identify anomalous behavior,
which may indicate a security breach, often before
significant damage occurs. It's also important
to note that while Al-powered tools are utilized,
human security teams remain essential; Al tools
merely enhance the efficiency and effectiveness of
human operations.

Key Words: Al, Cybersecurity, Threat Detection,
Machine Learning
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Abstract

1- Introduction

With the advent of the digital age, the complexity and proliferation of cyber threats
have escalated, posing significant challenges to traditional cybersecurity measures.
Cybercriminals leverage advanced technologies to execute increasingly sophisticated
attacks, rendering conventional defensive mechanisms inadequate. In this high-
stakes environment, Artificial Intelligence (Al) has emerged as a transformative
force in the domain of cybersecurity. Al's capacity to process and analyze vast
quantities of data in real-time, coupled with its ability to identify patterns and
anomalies, positions it as a critical tool in the ongoing combat against cybercrime.
Integrating Al into cybersecurity strategies offers numerous advantages. Machine
learning algorithms can identify anomalous behavior, which may indicate a
security breach, often before significant damage occurs. Al-powered systems can
also automate routine tasks like network traffic monitoring and patch management,
freeing up human resources to focus on more complex issues. Furthermore, Al
enhances threat intelligence by predicting potential vulnerabilities and attack
vectors, enabling organizations to adopt a proactive rather than reactive approach
to security.

2- Theoretical Foundations

Before Artificial Intelligence (AI) can be effectively deployed in any domain, it
must undergo a learning and training process relevant to that specific subject. Al
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essential component of education, leading to the
acquisition of new skills among students. Indeed,
creativity represents an evolving form of learning
within education, influencing the goals set by
learners themselves.

3- Research Methodology

This research is applied in terms of its objective
and employs a quasi-experimental design with a
pre-test/post-test and control group methodology.
Specifically, given that this study investigates the
effectiveness of electronic educational games on
the learning and creativity of primary school
students in Mashhad District 5, it falls under the
category of quasi-experimental research utilizing
a pre-test/post-test design with a control group.
4- Conclusion

Given the observed differences in results between
the research groups in the pre-test and post-
test phases, it can be concluded that the use of
electronic educational games positively impacts
the learning and creativity of primary school
students in Mashhad District 5. This research
finding  provides extensive  explanations
regarding creativity and the role of electronic
educational games in this domain. The findings
not only contribute to a comprehensive definition
of creativity but also demonstrate that creativity
is a crucial aspect among students. Consequently,
the role of creativity in the learning process
was extrapolated, and the relationship between
the level of creativity and the educational role
of electronic games on learning was delineated.
This is because the results of this research

g Vol.4 | No.14 | Autumn2024

finding indicate a generally positive attitude
toward wusing electronic educational games
for learning purposes and enhancing student
creativity. This study investigated the influence of
electronic educational games on student learning
and creativity, drawing upon behavioral and
social cognitive theories. The findings indicate
that electronic educational games have a positive
effect on both learning and creativity. In other
words, when students actively engage with digital
educational games, their motivation to learn
increases. In this context, the quality of digital
resources provided by the school environment can
influence the effectiveness of electronic educational
games in engaging students and ultimately
affecting their motivation levels. Conversely, the
digital environment offered by the school can
either enhance or hinder the impact of electronic
educational games on student motivation levels,
depending on the quality of learning experiences
provided through these games. In conclusion, this
research highlights the significance of electronic
educational games in fostering student learning
motivation and creativity. By understanding
various factors, such as the game environment
and other influential elements, educators can
effectively utilize electronic educational games
to enhance student creativity and learning
motivation and leverage the school environment
to create this conducive space.

Key Words: Effectiveness, E-learning, Electronic
Educational Games, Learning, Creativity.
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Abstract

1- Introduction

With the dawn of the 21st century and a growing global population, educational
approaches for this new generation have diversified, leading to the development of
varied curricula. Technology has become deeply integrated into daily life. Beyond
children growing up with computers and technological advancements, a "digital
native" generation, characterized by their engagement with digital games, has
also emerged. The significant time children and adolescents spend on these digital
platforms raises concerns about potential reductions in socialization. However,
game designers are addressing children's socialization needs by incorporating
various dimensions into their products. Digital games often assign children diverse
tasks, encouraging extended engagement and fostering a sense of accomplishment
upon task completion.

Electronic educational games provide a valid and engaging environment that fosters
intrinsic motivation and offers numerous opportunities for individual creativity.

2- Theoretical Foundations

Electronic educational games function as an effective learning environment,
offering students extensive opportunities for simulation, real-world questioning,
and enriched instructional support, all within an engaging educational setting.
Learning is defined as the degree of a student's attention to learning tasks and
their personal engagement in interactions with peers and teachers. Creativity is an
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the past few decades indicate that the world's fossil
fuel resources are limited. Researchers' attempts
to discover and replace them with renewable
energies have not been very promising so far,
largely due to factors such as dispersion, high
economic cost, and unreliability. Furthermore, it
seems unlikely that humanity will find a suitable
replacement for fossil fuels within at least the next
few decades.

Energy consumption, driven by population
growth and the resulting demand, coupled
with the depletion of fossil fuels, environmental
degradation, increased air pollution from
fossil fuels, ozone layer depletion, and the
exacerbation of global warming phenomena
and its consequences—such as melting glaciers
and floods—have collectively prompted modern
societies to pay greater attention to sustainable
development.

3- Research Methodology

The research methodology is applied in terms
of purpose, as it aims to measure the impact of
indicators and effective components on reducing
energy consumption, thus having an exploratory
nature. Regarding data type, the research
employs a mixed-methods approach (qualitative-
quantitative), specifically a sequential exploratory
design (initially —qualitative, followed by
quantitative).

4- Conclusion

The building sector accounts for a significant
portion of energy consumption in Iran. Adhering

g Vol.4 | No.14 | Autumn2024

to proper principles in building construction
and design can prevent energy waste and lead to
cost reduction. Both the method and content of
education, on the one hand, and the educational
environment, on the other, are considered two
crucial and influential factors in nurturing and
developing students. Effective energy management
and implementation can create an environment
with optimal physical conditions for improved
education.

The indicators for the physical component were
prioritized as follows: form and geometry,
orientation, materials, lighting, natural elements,
spatial layout, open and semi-open spaces, and
color. Since architectural design directly relates to
physical factors, appropriate design of geometry,
form, and spatial layout—considering orientation
relative to solar radiation and wind patterns,
creating open and semi-open spaces like atriums
for optimal lighting and ventilation, using warm
and cool colors appropriate for activities based on
their heat absorption, employing materials with
local characteristics such as thermal capacity
suited to the climate, and incorporating natural
elements like compatible plants and water features
to moderate air and prevent direct solar exposure
and strong winds—can be highly effective in
reducing energy consumption within the physical
domain.

Key Words: Environmental Quality, Educational
Environment, Energy  Consumption, and
Management.
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Abstract

1- Introduction

Global energy consumption crisis has, in recent years, become a frequently discussed
topic in media, political circles, and governmental decision-making. Factors such as
population growth, increased per capita energy consumption, and the accumulation
of environmental pollution and greenhouse gases have contributed to this crisis in
energy management. The per capita utilization of energy worldwide has shown a
continuous upward trend over time. Research indicates that approximately 30%
to 35% of Iran's total energy consumption is attributed to the building sector.
Furthermore, a significant portion of energy consumption in buildings pertains to
public structures, with schools being a prime example of public buildings with high
energy usage. Occasionally, there are obstacles to implementing such improvements,
including certain cultural factors that cannot always be successfully overcome.
Nevertheless, data concerning global energy consumption in school buildings
is widely prevalent worldwide. The significant role that buildings play in global
environmental sustainability has led to increased accountability regarding their
performance.

2- Theoretical Foundations

Traditional energy sources, primarily fossil fuels, electricity generated from nuclear
fission, and hydropower, virtually dominate the global energy supply. Other energy
sources have not yet been sufficiently developed. Studies and the results of efforts over
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