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import jade.core.Agent,
import jade.core.behaviours.Behaviour;

public class FraudDetectionAgent extends Agent {
@Override
protected void setup() {

:MU_H .354394.3

Systemoutprintln(“Agent “ + getLocalName() + “ is starting.”);

addBehaviour(new FraudDetectionBehaviour());

1

@Override
protected void takeDown() {

Systemoutprintln(“Agent “ + getLocalName() +  is shutting down.”);

1
}

class FraudDetectionBehaviour extends Behaviour {
private boolean isDone = falsg;
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@Override
public void action() {
// data collection

int mouseClicks = collectMouseClicks();
int keyPresses = collectKeyPresses();
int tabsOpen = collectTabs();

/7 YOLO output
double yoloScore = getY OLOScore();

// Combine results

double fraudScore = calculateFraudScore(mouseClicks, keyPresses, tabsOpen,
yoloScore);

Systemoutprintln(“Fraud Score: “ + fraudScore);

// Decision
if (fraudScore > 3.0) {
Systemoutprintln(“Fraud detected!”);
telse{
Systemoutprintln(“No fraud detected.”);
t

isDone = true,

}

@Override
public boolean done() {
return isDone;

}

private int collectMouseClicks() {
/7 my mouse click collection codes...
return 5; // 5 suspicious clicks

}

private int collectKeyPresses() {
// my key press collection codes...
return 3, // 3 suspicious key presses

}

private int collectTabs() {
// my open tab collection codes...
return 2, // 2 suspicious tabs

j

private double getYOLOScore() {

/7 YOLO outputs (e.g., detected phone or book or face or ...)
return 1.5; // Score from YOLO

j

private double calculateFraudScore(int mouseClicks, int keyPresses, int tabsOpen, double yoloScore) {

uu;a).sL,JLcun»_Jw?,.auAlcuM
— %Y 1 oh i cusneale ra sl S il




double wMouse = 0.5,
double wKeyPress = 0.3,
double wTabs = 0.4,

LS g1oesal
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return (mouseClicks * wMouse) + (keyPresses * wKeyPress) + (tabsOpen * wTabs) +

yoloScore;
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import java.io.File;

import java.io.FileInputStream;
import java.io.OutputStream,

import java.net. HttpURLConnection;
import java.net.URL;

public class YOLOClient {
public static double getYOLOScore(File imageFile) {
try {
// iyl JADE L YOLO (REST API)

@ gai Jlw)l sl java 5 YOLO (RESTAPH L Java bL)|
D50 o0laiwl YOLO

4 g dgiso ly=l Python jo YOLO (s oo

laoolo g palieas Jateawds jyeyUasglacugs

SIlesTcimdgo g Jlaislolam aslysa i sols aus i
S se )l (Jade) sols aus REST AP g0,k

URL url = new URL(“http://localhost:5000/detect”);
HttpURLConnection connection = (HttpURLConnection) urlopenConnection();

connectionsetDoOutput(true),

connectionsetRequestMethod(“POST”);

connectionsetRequestProperty(“Content-Type”,
“multipart/form-data; boundary=---");

OutputStream out = connectiongetOutputStream();

FileInputStream in = new FileInputStream(imageFile);

byte[] buffer = new byte[1024];

int bytesRead;

while ((bytesRead = inread(buffer))!=-7) {
outwrite(buffer, 0, bytesRead);

}

inclose();
outclose();

if (connectiongetResponseCode() == 200) {
// Parse the response to get the YOLO score
return DoubleparseDouble(new
String(connectiongetInputStream().read AllBytes()));

}
} catch (Exception €) {
eprintStackTrace();

uug.))sUJLcu:ng.Jwé.audsd.oLM
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1

return 0.0 // Default score if error occurs

}
H

private int collectTabs() {

:(openTabs) ;L slacd ]

// Simulate the list of currently open tabs (in a real system, fetch this

dynamically)
String] ] openTabs = {

“https://math.iut.ac.ir/lms”, // Example: Allowed tab

“https://iut.ac.ir/library”, // Example: Allowed tab

“https://192.168.1.300/test”, // Example: Unauthorized tab
“https://192.168.1.400/proxy” // Example: Unauthorized tab

¥

// Deline a list of allowed URLs

String[ ] allowedUrls = {
“https://192.168.1.100/lms”,
“https://math.iut.ac.ir/lms”

3

// Count unauthorized tabs
int unauthorizedTabCount = (J;

for (String tab : openTabs) {
boolean isAuthorized = false;
for (String allowedUrl : allowedUrls) {
if (tabequalsIgnoreCase(allowedUrl)) {
isAuthorized = frue,
break;
b
1
if (lisAuthorized) {
unauthorizedTabCount++;
t
H

return unauthorizedTabCount; // Return the count of unauthorized tabs

}
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