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9- Multi-layered artificial neural networks
10- Li, Huang, Liu, & Jiang
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- Online Banking Systems

- Brabazon, Cahill, Keenan, & Walsh
- Capterra

- Hafiz, Aghili, & Zavarsky,

- Anomaly detection

- Machine learning
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- Rule-based systems

- Knowledge-Based Systems
- Brittleness

- Incremental learning

- Syed, Liu, & Sung

- Moon, & Kim

- Villalobos
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- Intrusion Detection Systems
- Lee, Park, Eom, & Chung

- Backdoor

- Chen, Guan, Huang, & Ou

- Hidden Markov Model

- Outlier Detection

- Novelty

- Noise
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1- Aggarwal

2- Choi, Kim, Kang, & Youm

3- Darvishi, Ciuonzo, Eide, & Rossi

4- Ilgun, Kemmerer, & Porras

5- Chiu

6- Chiu, Yeh, & Lee
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1- Random Forest
2- Neural Networks

Uil g Loe=d)

Vel 3l | i g)lais | pgo Jbo | DN =g D

las Garsdss sl (Solas JSiz

o praass i 3] s ) dolss JSiz
shahololeocis)s y o0 S eeoleiwl poliiog e
salo (jgal (s80las (slasols dcgamo (paizan (ToA
CaB)d p 0 el Cas)o UL)'g_AT Ao Ay Qg i so
aasb aildste ;e b dss plgiear]) Gashs sy
solaiwl d s o iu sl oo S5l Gean a0iS e
L aaose ojlel s (glalaw Sl au ol g e
Jao cdo oS OlwSu ) sy 10 0g2g0 s
=Ulos Lo (e 5o 5 amoe il S 0y See
) Gosg ol cobliiol g aiS e hios |y sl ey
A se Al e o)y )lS (6l

9 Aitwa gyw dolas JSis Lol slagly
Copde adiwe Joleial b sai ¢S aS ) olasols
oo blei ghlo Saolas (Sis sl ML .S Lo
Qg 50 a&l_o_x_wluw)fjja djbali_ubil_unw&
g Laools el jo goii 5l alé i 4,0l
a18,S 1 0 306 aS gloolo (sladc gamo il (3 San g
A US Gl ol (i aig e

S s gl uas sladSau
it Glul je 1 it (Gras sladSed
LesT.a S sosolaiwl S alize Sliwlxa (slaard 5iLesl
izl 4 aS 0SS e soleiwl islics olbiwlse |
laeinsSdl jlailgie 4S 0 iS e SaS olaile
Uiloyn o Llang S s isolSeolo JeliaS (gjgalogs
slaaSiw (B9 Ol S) oS solaiawl ol eub )by
o]y 03 coaiz Lasols (jgdl a il gl ras
5500 sladae L dulia jo ) (658480 alis 038 e
S o oolaiwl Gisling oliwlse jl o5 aes e all))
Walse (bl dg-alise Lee by slasSIl 5l
slodSui oo ie JOB joles Gulss 4ue o (18

1 Ol s ey ale o mileSliol — VY& —




Ui 0oL=di
uibhain=gm 160l | e syleds | pgs Jlw

:&)Li.o

5-Abdallah, A., Maarof, M. A., & Zainal, A. (2016). Fraud detection system: A survey. Journal of Network
and Computer Applications, 68, 90-113.

6-ACL(2011). Proactive Risk Manager. Retrieved from https://www.aciworldwide.com/products/
proactive-risk-manager.

7-Aggarwal, C. C. (2017). Outlier Analysis. 2nd. Cham, Switzerland: Springer.

8-Amarasinghe, T., Aponso, A., & Krishnarajah, N. (2018, May). Critical analysis of machine learning
based approaches for fraud detection in financial transactions. In Proceedings of the 2018 International
Conference on Machine Learning Téchnologies (pp. 12-17).

9-APF. (2018). Western Australia Police Force. Retrieved from https://www.police.wa.gov.au/
10-Araujo, M., Almeida, M., Ferreira, J., Silva, L., & Bizarro, P. (2017, June). Breachradar: Automatic
detection of points-of-compromise. In Proceedings of the 2017 SIAM International Conference on Data
Mining (pp. 561-569). Society for Industrial and Applied Mathematics.

11-Ayyadevara, V. K., & Ayyadevara, V. K. (2018). Gradient boosting machine. Pro machine learning
algorithms: A hands-on approach to implementing algorithms in python and R, 117-134.

12-Bao, Y., Hilary, G., & Ke, B. (2022). Artificial intelligence and fraud detection. Innovative Technology
at the Interface of Finance and Operations: Volume I, 223-247.

13-Bilgin, M. H., MARCO LAU, C. K., & Demir, E. (2012). Technology transfer, finance channels, and
SME performance: New evidence from developing countries. The Singapore Economic Review, 57(03),

w9958 (Il Lisjgol duswdo sole doliliad
— YV ol euasgale o ail S Lisl




Uil g Loe=d)
V) S0l | s oyleis | pgo Jbeo | D AIR =g D

1250020.

14-Brabazon, A., Cahill, J., Keenan, P., & Walsh, D. (2010, July). Identifying online credit card fraud
using artificial immune systems. In IEEFE Congress on Evolutionary Computation (pp. 1-7). IEEE.
15-Bolton, R. J., & Hand, D. J. (2002). Statistical fraud detection: A review. Statistical science, 17(3),
235-255.

16-Capterra. (2019). Fraud Management Software. Retrieved from https://www.capterra.com.au/
directory/10058/financial-fraud-detection/software

17-Carminati, M., Polino, M., Continella, A., Lanzi, A., Maggi, F., & Zanero, S. (2018). Security evaluation
of abanking fraud analysis system. ACM Transactions on Privacy and Security (TOPS), 21(3), 1-31.
18-Carminati, M., Caron, R., Maggi, F., Epifani, I., & Zanero, S. (2015). BankSealer: A decision support
system for online banking fraud analysis and investigation. computers & security, 53, 175-186Bagga,
S., Goyal, A., Gupta, N., & Goyal, A. (2020). Credit card fraud detection using pipeling and ensemble
learning. Procedia Computer Science, 173, 104-112.

19-Chandola, V., & Banerjee, A. V., K.(2009). Anomaly detection: A survey. ACM Computing survey, 41.
20-Chen, C., Liang, C., Lin, J., Wang, L., Liu, Z., Yang, X, ... & Qi, Y. (2019, December). InfDetect: A
large scale graph-based fraud detection system for E-commerce insurance. In 2019 I[EEFE International
Conference on Big Data (Big Data) (pp. 1765-1773). IEEE.

21-Chen, C. M., Guan, D. J., Huang, Y. Z., & Ou, Y. H. (2012, August). Attack sequence detection in cloud
using hidden markov model. I

22-Chen, L., Zhang, Z., Liu, Q., Yang, L., Meng, Y., & Wang, P. (2019, May). A method for online
transaction fraud detection based on individual behavior. In Proceedings of the ACM Tiring Celebration
Conference-China (pp. 1-8).

23-Chen, K., Yadav, A., Khan, A., & Zhu, K. (2020). Credit Fraud Detection Based on Hybrid Credit
Scoring Model. Procedia Computer Science, 167, 2-8.

24-Chiu, C. Y., Yeh, C. T., & Lee, Y. J. (2013, December). Frequent pattern based user behavior anomaly
detection for cloud system. In 2013 Conference on Téchnologies and Applications of Artificial Intelligence
(pp. 61-66). IEEE.

25-Choi, S., Kim, C., Kang, Y. S., & Youm, S. (2021). Human behavioral pattern analysis-based anomaly
detection system in residential space. The Journal of Supercomputing, 77, 9248-9265.

26-CURTIS, C. V. (2012). The Fraud Triangle: Fraudulent Executives, Complicit Auditors and Intolerable
Public Injury.

27-Darvishi, H., Ciuonzo, D., Eide, E. R., & Rossi, P. S. (2020). Sensor-fault detection, isolation and
accommodation for digital twins via modular data-driven architecture. IEEE Sensors Journal, 21(4),
4827-4838.

28-Dehaven, V. R. (2014). Machine learning: Future capabilities and their implications.

29-Dong, F., Wang, H., Li, L., Guo, Y., Bissyandé, T. F., Liu, T., ... & Klein, J. (2018, October). Frauddroid:
Automated ad fraud detection for android apps. In Proceedings of the 2018 26th ACM Joint Meeting on
European Software Engineering Conference and Symposium on the Foundations of Software Engineering (pp.
257-268).

30-Duman, E., & Ozcelik, M. H. (2011). Detecting credit card fraud by genetic algorithm and scatter
search. Expert Systems with Applications, 38(10), 13057-13063.

31-Eurostat, G. D. P., & Components, M. (2020). Available online: https://ec. europa. eu/eurostat/
databrowser/view. NAMQ 10 GDP/default/table.

32-FBL. (2018). Internet Crime Complaint Center, 20182019(20/08/2019). Retrieved from https ://pdf.i
c3. gov /2018 _ 1 C3 Report. Pdf

33-FICO. (2010). Fico Application Fraud Manager. Retrieved from https ://www.fico.com/en/products/
fico-application- fraud-manager

34-FraudNet. (1997). Enterprise Fraud Prevention. Retrieved from https://fraud.net

35-Gbudeanu, L., Brici, 1., Mare, C., Mihai, I. C., & cheau, M. C. (2021). Privacy intrusiveness in

0093 e Uijgal duanio pale doliliad
1 ol iy saaale o aileSlieb — YA —




Ui 0oL=di
uibhain=gm 160l | e syleds | pgs Jlw

financial-banking fraud detection. Risks, 96), 104.

36-Graupe, D. (2016). Deep learning neural networks: Design and case studies. World Scientific Publishing
Company.

37-Hafiz, K. T., Aghili, S., & Zavarsky, P. (2016, June). The use of predictive analytics technology to
detect credit card fraud in Canada. In 2016 11th Iberian Conference on Information Systems and Technologies
(CISTI) (pp. 1-6). IEEE.

38-Herland, M., Khoshgoftaar, T. M., & Bauder, R. A. (2018). Big data fraud detection using multiple
medicare data sources. Journal of Big Data, 51), 1-21.

39-Herschel, G., Linden, A., & Kart, L. (2015). Magic quadrant for advanced analytics platforms.
Gartner Report G, 270612.

40-Hopton, D. (2016). Proceeds of Crime Act 2002-Part 7: Requirements and Offences. In Money
Laundering (pp. 53-78). Gower.

41-Horék, M., Stupka, V., & Husak, M. (2019, August). GDPR compliance in cybersecurity software: a
case study of DPIA in information sharing platform. In Proceedings of the 14th international conference
on availability, reliability and security (pp. 1-8).

42-Ilgun, K., Kemmerer, R. A., & Porras, P. A. (1995). State transition analysis: A rule-based intrusion
detection approach. IEEFE transactions on software engineering, 21(3), 181-199.

43-Jha, S., Guillen, M., & Westland, J. C. (2012). Employing transaction aggregation strategy to detect
credit card fraud. Expert systems with applications, 3916), 12650-12657.

44-John, S. N., Anele, C., Kennedy, O. O., Olajide, F., & Kennedy, C. G. (2016, December). Realtime
fraud detection in the banking sector using data mining techniques/algorithm. In 2016 international
conference on computational science and computational intelligence (CSCI) (pp. 1186-1191). IEEE.
45-Kou, Y., Lu, C. T., Sirwongwattana, S., & Huang, Y. P. (2004, March). Survey of fraud detection
techniques. In IEEE International Conference on Networking, Sensing and Control, 2004 (Vol. 2, pp. 749-
754). IEEE.

46-Kovach, S., & Ruggiero, W. V. (2011, February). Online banking fraud detection based on local and
global behavior. In Proc. of the Fifth International Conference on Digital Society, Guadeloupe, France (pp.
166-171).

47-Lavion, D. (2018). Global Economic Crime and Fraud Survey 2018, 30. Retrieved from Pulling fraud
out of the shadows website: https://www.pwc.com/gx/en/forensics/global—economic-crime-and-fraud-
survey-

48-Lee, J. H., Park, M. W., Eom, J. H., & Chung, T. M. (2011, February). Multi-level intrusion detection
system and log management in cloud computing. In 15th International Conference on Advanced
Communication Technology (ICACTZ2011) (pp. 552-555). IEEE.

49-Legg, C. (2007). Ontologies on the semantic web. Annual review of information science and technology,
41,407.

50-Li, Z., Huang, M., Liu, G., & Jiang, C. (2021). A hybrid method with dynamic weighted entropy for
handling the problem of class imbalance with overlap in credit card fraud detection. Expert Systems
with Applications, 175, 114750.

51-Marican, L., & Lim, S. (2014). Microsoft Consumer Safety Index reveals impact of poor online safety
behaviours in Singapore. Retrieved from https://news.microsoft.com/en—s g/2014/02/ 11 /microsoft-
consumer-safety-index-reveals-impact-of-poor-online-safety.

52-Maruatona, O. (2013). Internet banking fraud detection using prudent analysis (Doctoral dissertation,
University of Ballarat).

53-Maruti T. (2021). How Machine Leaming Facilitates Fraud Detection?. [online] Available at:<https
://marutitech.com/machine-leaming-fraud-

54-Marvasti, M. A., Poghosyan, A. V., Harutyunyan, A. N., & Grigoryan, N. M. (2014). An enterprise
dynamic thresholding system. In 7th International Conference on Autonomic Computing ({ICAC} 14) (pp.
129-135).

w9958 (Il Lisjgol duswdo sole doliliad
— YA oo essaeale faaileS)Liel |




Uil g Loe=d)
V) S0l | s oyleis | pgo Jbeo | D AIR =g D

55-Misra, S., Thakur, S., Ghosh, M., & Saha, S. K. (2020). An autoencoder based model for detecting
fraudulent credit card transaction. Procedia Computer Science, 167, 254-262.

56-Moon, W. Y., & Kim, S. D. (2017). Adaptive fraud detection framework for fintech based on machine
learning. Advanced Science Letters, 23(10), 10167-10171.

57-Nanduri, J., Jia, Y., Oka, A., Beaver, J., & Liu, Y. W. (2020). Microsoft uses machine learning and
optimization to reduce e-commerce fraud. INFORMS Journal on Applied Analytics, 50(1), 64-79.
58-Nathan, R. J., Victor, V., Gan, C. L., & Kot, S. (2019). Electronic commerce for home-based businesses
in emerging and developed economy. Eurasian Business Review, 9, 463-483.

59-Nicholls, J., Kuppa, A., & Le-Khac, N. A. (2021). Financial cybercrime: A comprehensive survey
of deep learning approaches to tackle the evolving financial crime landscape. leee Access, 9, 163965-
163986.

60-Orek, M., Orek, E., & Bahtiyar, . (2019, May). A deep learning method for fraud detection in financial
systems: Poster. In Proceedings of the 12th Conference on Security and Privacy in Wireless and Mobile
Networks (pp. 298-299).

61-Olowookere, T. A., & Adewale, O. S. (2020). A framework for detecting credit card fraud with cost-
sensitive meta-learning ensemble approach. Scientific African, 8, e00464.

62-Ocansey, E. 0. N. D., & Ganu, J. (2017). The role of corporate culture in managing occupational
fraud. Research Journal of Finance and Accounting, 8(24).

63-Pascual, A., Marchini, K., & Miller, S. (2017). Identity fraud: securing the connected life. Retrieved
on January, 20, 2018.

64-PattemSpy. (2015). PattemSpy For Banking - Fraud Management Software. Retrieved from https://
www.pattemspy.tech/

65-Pinto, S. 0., & Sobreiro, V. A. (2022). Literature review: Anomaly detection approaches on digital
business financial systems. Digital Business, 100038.

66-Politou, E., Alepis, E., & Patsakis, C. (2019). Profiling tax and financial behaviour with big data
under the GDPR. Computer law & security review, 55(3), 306-329.

67-Phua, C., Lee, V., Smith, K., & Gayler, R. (2010). A comprehensive survey of data mining-based fraud
detectionresearch. arXivpreprintarXiv:1009.6119.

68-Richards, D. (2003). Knowledge-based system explanation: The ripple-down rules
alternative. Knowledge — and  Information  Systems, 5(1),  2-25.

69-RiskNet. (1998). Fraud Managed Services. Retrieved from https :/ /www.aicorporation.com/
products-services/fraud-managed-services/

70-SAS. (2007). SAS Fraud Management. Retrieved from https://www.sas.com/en_ au/software/fraud-
management.htm]

71-Sando, S., 2021. Consumer Preference Drives Shift in Authentication. [online] Javelin. Available at:
<https ://www .j ave | instrate gy. com/ coverage-area/

72-cheau, M. C., Gaftea, V. N., Achim, M. V., & Cotoc, C. N. B. (2020, October). Cyber Security Reactivity
in Crisis Times and Critical Infrastructures. In 2020 24th International Conference on System Theory,
Control and Computing (ICSTCC) (pp. 691-698). IEEE.

73-Shihembetsa, E. (2021). Use of artificial intelligence algorithms to enhance fraud detection in the
Banking Industry (Doctoral dissertation, University of Nairobi).

74-Stalla-Bourdillon, S., Pearce, H., & Tsakalakis, N. (2018). The GDPR: A game changer for electronic
identification schemes? The case study of Gov. UK Verify. Computer Law & Security Review, 54(4), 784-
805.

75-Stojanov, M. (2019). Protection Against Fraud In Electronic Trade Payments. 27, 91-ENG), 48-66.
76-Sudharsan, K., Kumar, V. A., Venkatesan, R., Sathyapreiya, V., & Saranya, G. (2019). Two three
step authentication in ATM machine to transfer money and for voting application. Procedia Computer
Science, 165, 300-306.

77-Syed, N. A., Liu, H., & Sung, K. K. (1999, August). Handling concept drifts in incremental learning

uogo)quL:—uu)s..de.cUol;uL\Las
1 ol sl ey saeale o ssleS il p— Yo —




Ui 0oL=di
uibhain=gm 160l | e syleds | pgs Jlw

with support vector machines. In Proceedings of the fifth ACM SIGKDD international conference on
Knowledge discovery and data mining (pp. 317-321).

78-Wang, Y., & Wang, L. (2019, May). Bot-like Behavior Detection in Online Banking. In Proceedings of
the 4th International Conference on Big Data and Computing (pp. 140-144).

79-Wei, W., Li, J., Cao, L., Ou, Y., & Chen, J. (2013). Effective detection of sophisticated online banking
fraud on extremely imbalanced data. World Wide Web, 16, 449-475.

80-Williams, M. (2022). Elizabeth Holmes and Theranos: A play on more than just ethical
failures. Business Information —Review, 39(1), 23-31.

©Authors, Published by Journal of Intelligent Knowledge Exploration and Processing. This is an open-
access paper distributed under the CC BY (license http://creativecommons.org/licenses/by/4.0/).

R 3

w9958 (Il Lisjgol duswdo sole doliliad
— ¥\ oo enasale famileS)iel |




